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Assumptions

Company has a central set of offices that are not part of the hotels

This central location is in Hobart or Launceston

Operating systems of current computing equipment is the Red Hat Enterprise Edition of Linux and supporting systems for other devices.

Software and customer database stored on central server

Central server is not located in a hotel but onsite at company headquarter offices.

Central Server
Location: Level 9, 188 Collin Street, Hobart

Opening Hours:  9.00am to 5.00pm Monday to Friday

General Security:  Ground Floor, Lobby.

Electronic Security System: Environment interference is not taken into consideration for the motion detectors, therefore we assume that there are no rats in the building.

Network Cabling map is not provided for the different outlets in the hotels, however all cables are at eye level and equipped with temper switches, periodic maintenance  is scheduled to verify proper functionality.
Central database software has front end access use by most staff.

Access to customer software in the sites is done through staff

The specialised software that the company uses for online transactions has it’s own security built in, being what makes it so sought after and special to the company.
All equipment including buildings is insured for public liability, damage, theft, natural disasters

Business follows the national confidentiality guidelines due to business turnover

Bed and Breakfast assumptions (Port Arthur, Zeehan, Oatlands, Stanley, Boat Harbour, Cockle Creek):

· run by elderly couples with moderate computer knowledge

· B&B is a live in operation by these couples

· cleaning staff is an external contracted company (may be different company to larger population sites

· pc supplied to each B&B networked for company use as well as personal access for staff only.  Printer also supplied for the computer.

· while couples on holidays staff from other hotel sites run the B&B

· B&B as it is has security devices equivalent to a standard home of the vicinity

· Company provides internet access

Small Sized Hotel assumptions (Richmond, St Helens, Huon Valley)

· These hotels are refurbished pubs

· Cleaning crew is contracted out as in B&B’s

· All other staff are employees of the company and subject to all policies of the company including chef’s etc.

· Hotels currently have standard security devices installed (locks on doors and windows)

· 3 computers are on site at each of these locations.  One for the manager which has direct access to database in main server, one for receptionist networked to manager’s machine.  One is located in the restaurant to process meal and bar orders via wireless network and PDA’s from waiters (again networked to the managers machine).  Restaurant information is transmitted after each shift to the managers machine for processing.  Printers are supplied for each computer.

Medium Sized Hotel assumptions (Burnie, Launceston, Hobart)

· Cleaning crews for main public areas are contracted out and work between 12-4 a.m.

· Maids and room service staff are employees of the company.  

· All other staff are employees of the company and subject to all policies of the company including chef’s etc.

· The hotels are all 6 stories high with standard format for floors 2-5.  Top story has recreational facilities including a pool and gym.  Ground floor houses lobby, reception, restaurants, administration, storage.

· There are multiple computers on-site in the medium sized hotels.  Manager has a dedicated computer with a direct link to the server.  Two terminals are located at reception and networked to the managers computer for access to the main server. There are four other computers split between restaraunt’s, bars and rec areas all networked to the managers computer, info is sent to the managers computer at the end of each shift.  The areas such as restaurant and bars are wireless networked to allow for ordering to be done via pda for waiters.

· Hotel has standard security level devices already stored (locks on doors and windows)

· There are roughly 40 staff per hotel and range in good computer skills to low level (for maids etc.)  Anyone who is expected to access computer equipment are moderately to well skilled with computer interactions

Executive Summary

The solutions provided need to be adapted to both medium sized hotels as well as being scaled to the more intimate surrounds of a Bed and Breakfast. Also the main administrative office facility of Safe and Sound Hotels needs to benefit from these solutions also.  Most sites are not traditional office spaces and require different needs based on the variety of services they supply.

Integral to the solutions provided is maintaining the security of the companies innovative software currently employed on the Internet.

The solutions offered by our firm aim to compliment the current service standards provided to customers of Safe and Sound Hotels as well as meeting the National Privacy Principles required by law.

IT currently employed by Safe and Sound Hotels combines a variety of hardwired and networked environments including equipment such as Personal Data Assistants (PDA’s), desktop computers and a data server.

Due to the value of the Web Interface currently employed by Safe and Sound Hotels investigation was made in how to stop attacks by rivals in trying to access systems through staff.

In depth investigation was made on the options of stopping unauthorized traffic gaining access to  sensitive data.  (See Risk Analysis)

Considering the physical equipment located at each site and the variety of threats that are associated with the locations and how to safeguard against it.  This includes the threat of physical threat of property as well as natural phenomena.

The issues of staff proving their Electronic Identity to the system has been looked at in depth so that the users on the system include only those meant to be there.

Design of a targeted course to be introduced at induction of new staff on IT issues.  Current staff be fully educated in issues of security and an ongoing education campaign be instigated.

Policies be brought into being regarding physical access to systems.  Agreements for contractors be introduced for conduct on sites with any IT equipment.

Clearly define the role of the system administrator in maintaining security.

Introduce strong encryption for sensitive communications and firewalls at key locations in the network.

Introduce an organization wide communication policy.
Introduction

This report focuses on the areas of Information Technology (IT) security for Safe and Sound Hotels.  It is centred on the three common ideas in computer security termed CIA.  This acronym stands for Confidentiality, Integrity and Availability of computer systems and it is around these central themes that we have related our tender, tailoring it to the specific needs of Safe and Sound Hotels.

One of the major issues in implementing a security package for Safe and Sound Hotels is the diverse range of sites that need to be included in the package and the wide range of services that these sites provide.  The main administrative offices of the chain are located in a Hobart office block, one floor of a six level building.  Three medium sized hotels located in Burnie, Launceston and Hobart with attached restaurant and fitness facilities.  Three new small hotels located in Richmond St. Helens and Huon valley all having operating restaurants also.  Six new bed and breakfast facilities located in Port Arthur, Zeehan, Stanley, Boat Harbour, Cockle Creek and Oatlands also included in the network.

These sites provide a large area of Tasmania to be covered by the network and numerous challenges to face in the implementation of an IT security solution.  The innovative use of customer preference tracking requiring computer coverage at all sites indicates the need to provide strong protection for customer privacy as well as the protection of the software that governs this tracking from competitors.

The detailed sections that finish this report focus on four areas of security implementation.  They are the physical access to IT equipment, Proving Electronic Identity of authorised users of the systems, Network Security of the various networks at use inside of the Safe and Sound Hotel chain and finally the User Education and Training package.  The factors of security that consider the operating system are included in various sections of the final area.  The choice of operating system that Safe and Sound Hotels had made of the Red Hat Enterprise Edition ensures that all of the solutions offered by our consultancy are well supported and have a strong secure basis to start on.

Providing a consistent approach to this process ensures compatibility of systems across your network and ease of use for staff that move amongst the various sites in Tasmania.  This approach also provides a consistent service to your customers, regardless of the location that they may visit during their stay in Tasmania.  This factor enables the unique approach of the hotel chain to be carried through to each site without overshadowing the unique allure of each location.

Particular attention has been made in this document on maintaining the integrity of Safe and Sound Hotels proprietary software that is unique to your business.  The location of the central server and also the backup material from this has particular attention paid to its security in the network and physical access sessions to ensure that the company maintains its current advantage over competitors.  This protection carries through into the security policies we have suggested to ensure that each access point to the server is restricted to authorised personnel only.

Safe and Sound Hotels strategic goals are reflected in our own policies to ensure that the group is able to advance in achieving their overall goals for the company as well as providing a secure environment in which to operate.  As a consultancy agency we are seeking to match our services to Safe and Sound Hotels in a way that provides the group the least amount of down time and the highest level of compatibility with the current equipment, services and networks in place in each location.

The variety of equipment utilised in the Safe and Sound Hotels group is diverse and includes devices such as Personal Data Assistants (PDA’s), notebook computers, desktop computers, servers, wireless networks, routers etc.  Our security implementations have taken into account all of these devices and been placed strategically to maximise security for the group while minimising the computational requirements on the networked environment.  For example, the wireless networks utilised in the group are centred purely on food and beverage service areas for orders to be taken and linked only to a direct computer.  The wireless networks will be protected to stop direct manipulation of data but keep speed of response from the PDA’s it services at a maximum level.  The connection to the larger server from the main computer is activated only three times a day and is heavily encrypted and validated on machines that can handle this kind of data manipulation.

In researching the security issues facing Safe and Sound Hotels the presence of the proprietary software increases the chances of competitors seeking to obtain access to this data.  Normal hackers may also find interest in the success of this software and seek access to the networks to obtain copies.  A major source of these attacks comes from a source known as social engineering where the attacker attempts to gain access to networks through the staff of the chain rather than a direct attack on the network.  These methods are well refined and seek to gain access to identities with access to the network already on your systems to “legitimately” access the data.

Major focus has been placed on minimising the effectiveness of socially engineered attacks.  The risk analysis located in this document shows many identified avenues of such attacks and as a result the policies suggested also target this dangerous behaviour.  Much of the training packages that would be supplied will look at the people issues in computer security and aims to highlight to staff what dangers lay in some of the simplest transactions.

There also is the guaranteed likelihood of a hacker attempting to access the network of Safe and Sound Hotels and as such focus has been given to strengthening access points and network monitoring tools to repel and identify attacks as quickly and effectively as possible.  This range of functionality comes in the form of software and hardware support, as well as physical access protections of cabling and telecommunication equipment in the chain.

Physical access to all IT equipment is also a major focus of this tender.  Access to terminals in the hotels, the server in the main office and all networking equipment must be protected at all times to protect the confidentiality of your customers and also the integrity and availability of your systems.  A detailed report is included in the final sections that details the needs of Safe and Sound Hotels in this area and the suggested solutions that we put up to aid these needs.

Many of the access points to the network are located in the public arena and hence strong policies have been implemented to support the measures to be put in place looking at physical security.  The differences amongst each of your sites are highlighted in this area with city and country locales each providing unique avenues of loss to the group and hence a wide range of suggestions to protect against this loss.

Ensuring that only authorised staff has access to your network is also an important consideration for the security of Safe and Sound Hotels IT investment.  The consultancy has taken an extended look at the ways that we can strengthen the authentication process to provide the highest levels of security to your data.  This will be achieved through a combination of encryption algorithms, education of staff and administration of network access.  A detailed look at all these methods is included in the second half of this tender.

The consultancy process has taken stock of the situation currently at Safe and Sound Hotels who have entered a transitional period in their business to expand their reach into the tourism industry of Tasmania.  Our consultancy supports this expansion and sees it as the perfect opportunity to implement a new range of security measures for the entire business.  In protecting the IT assets of the group we are aiding in giving you a chance to become a major investor in the state’s future.

We have completed a risk analysis of the types of threats that Safe and Sound Hotels may be facing presently and into the future which is included in this tender document for consideration.  The risk analysis gives a broad picture of the threats that are common to many businesses as well as those that are specific to the groups current situation.  The threat analysis is not intended to be inclusive of all threats facing the group, but only of those threats that are related to the IT security of the company.

The sample policies provided stem from the results of the risk analysis and are suggested only.  Further negotiation can be made to enable these policies to match the current state of your strategic goals and future directions.  They are aimed directly at minimising the risks from the threats identified and are central to many of the suggestions put forward in the final sections of the tender.

The final sections of the tender are specific details of the suggested implementations required to protect your IT investment.  They look specifically at the areas of Staff Education, Physical Access Controls, Network Security and Proving Electronic Identity.  Each of these sections are directly mapped back to the threat analysis and suggested policies in the first half of the document.

We are excited to be given a chance to help Safe and Sound Hotels move into a secure and successful future in Tasmania.  The solutions contained in this document have been tailored specifically to your wide range of needs and focus on providing a secure environment for your business.
Risk Analysis

This risk analysis was achieved by first looking at the details of your business and from there developing a list of threats in a structured brainstorming session  From that point we drew up our findings into the following table to obtain a priority for the threats faced by your organisation.  Once we had this we could move on to how we were to address those threats.
	Risk #
	Nature of Threat
	Type of Damage
	Impact
	Likelihood
	Priority

	1
	Physical access to central server
	CIA

Storage of “special software”
	Extreme
	Almost Certain
	1

	2
	Network and internet access to central server
	CIA

Storage of “special software”
	Extreme 
	Almost Certain
	1

	3
	Access to staff workstations by unauthorised users
	CI
	Extreme
	Almost Certain
	1

	4
	Denial of Service attack
	A
	Major
	Unlikely
	3

	5
	Sensitive output material
	C
	Major
	Possible
	2

	6
	Unauthorised Access of Backup
	CI
	Extreme
	Unlikely
	3

	7
	Use and introduction of unsafe software on system
	I
	Moderate
	Almost Certain
	3

	8
	Software reliability – likelihood of crash or security flaw
	IA
	Major
	Possible
	2

	9
	Fires including bushfire, smoke damage and arson
	A
	Minor
	Possible
	4


Type of Damage Index: C = Confidentiality
I = Integrity

A = Availability

Priority ranges from 1 (being the highest), to 5 (representing the lowest priority)
	Risk #
	Nature of Threat
	Type of Damage
	Impact
	Likelihood
	Priority

	10
	Terrorist Attack 
	A
	Insignificant
	Rare
	5

	11
	Tsunami
	A
	Insignificant
	Rare
	5

	12
	Flood
	A
	Minor
	Possible
	4

	13
	Unauthorised access to systems by cleaners and contractors
	CI
	Moderate
	Possible
	3

	14
	Unauthorised access due to cleaner being socially engineered
	CIA
	Major
	Possible
	2

	15
	Social Engineering on staff
	CIA
	Extreme 
	Almost Certain
	1

	16
	Staff access to unauthorised material
	CIA
	Extreme
	Likely
	1

	17
	Access to network by unauthorised devices
	CI
	Major
	Possible
	3

	18
	Breach of Laws utilising company resources
	I
	Moderate
	Almost Certain
	2


Type of Damage Index: C = Confidentiality
I = Integrity

A = Availability

Priority ranges from 1 (being the highest), to 5 (representing the lowest priority)
Policies

1.1 Human Resource Policies

1.1.1 Contractor Access Policy

Contractors must be subject to the same security clearance requirements as expected of normal staff.  Contractors must advise of their attendance to all sites on arrival and must sign a visitors book to record that attendance.  Contractors will abide by the guidelines listed in the Contractor Service Agreement (provided to them on commencement of a contract) at all times. 

Policy Objectives and Scope:  This policy covers the requirements of contracted staff when entering premises that contain computer and/or networking equipment.  It covers access and usage of equipment as well as their requirements of safeguarding the IT resources whilst conducting their business.  The aim of this policy is to minimise unauthorised access to physical IT devices and network cabling by intruders.  Relates to risk numbers  1, 3, 6, 13, 14, 17, 18.

1.1.2 General Staff Access Policy

Staff are not to access IT equipment unless it is part of their regular duties or has been previously negotiated with the IT department.  Staff are responsible for the physical protection of IT equipment used by them in their regular duties.  No staff member is allowed access to any IT equipment until initial IT security training has been completed and Terms of Use document has been signed off by staff and manager.  Any request for access to IT equipment or areas containing IT equipment by persons not authorised to do so must be forwarded to the IT department at all times.  Staff resigning or terminated will be escorted from the building at the end of their final day of employment.

Policy Objectives and Scope:  This policy covers the base requirements of all staff directly employed by the company during any interaction with computing and/or networking equipment.  It covers all of the staff members requirements for official use, personal use, protection and levels of authority for granting access to all IT infrastructure.  The aim of this policy is to minimise unauthorised use/access by staff and other third parties.   Relates to risk numbers 1, 2, 3, 5, 6, 7, 8, 13, 15, 16, 17, 18.

1.1.3 Administrator Access Policy

The Administrator is responsible for all IT equipment across all sites of the company.  The Administrator must keep abreast of all developments in the area of computer security relating to equipment and software deployed across the company.  The Administrator is required to govern access and use of all equipment by all staff needing such access.  The Administrator is required to liaise with third parties and contractors regarding any access required and supply their requirements to them in writing prior to access being granted.  The Administrator is to consider all requests for access presented to him and report on the security of the systems deployed on a regular basis.

Policy Objectives and Scope:  This policy is aimed at the staff hired specifically to look after the maintenance, security and implementation of IT requirements.  It covers all access of computing and/or networking equipment applied at all sites of the company.  The policy aims to cover the scope of access to all equipment and requirements of staff at the administrator level.  This is to ensure the administrator is at the forefront of development in IT security requirements and thus reducing unauthorised access to the systems at all levels.   Relates to all risk numbers.

1.1.4 Education and Training Policy

As part of their induction all new staff will be required to undergo specific training in the area of IT security as well as a section describing the dangers of social engineering attacks against the company.  Information regarding security risks and threats to IT equipment will be given to all staff that the information is applicable to.  Screen savers will promote aspects of secure work practices at all sites.

Policy Objectives and Scope:  This policy is provided to highlight the importance of education in the IT arena of the company.  It covers all aspects of computing and/or networking equipment applied at all sites of the company.  The policy aims to ensure that education in the IT requirements of the company is an ongoing concern for staff at all levels of the organisation.  This policy is aimed at the minimisation of loss to the company due to staff being poorly educated on the use or importance of IT equipment in their duties as well as the threat of social engineering from outside sources.   Relates to risk numbers 1, 2, 3, 4, 5, 6, 7, 8, 13, 14, 15, 16, 18.

1.2 Physical Protection Policies

1.2.1 Disaster Response Policy

In the event of a disaster the IT Administrator will coordinate an approach to minimise business lost due to IT equipment interruption.

Policy Objectives and Scope:  This policy is provided to ensure that the IT requirements of the company are considered in response to a disaster (natural or man made).  The policy aims to minimise the loss of business to the company in the occurrence of such an event.   Relates to risk numbers 9, 10, 11, 12.

1.2.2 Physical Access to IT Equipment

Access to computer and/or network devices and cabling must be granted in writing to all third parties prior to the access being granted.  Staff should verify all access through the Administrator.

Policy Objectives and Scope:  This policy is provided to ensure that access to any computer and/or network devices is given to appropriate personnel only.  It aims to reduce the loss to business through unauthorised access to materials located on the system network.  Relates to risk numbers 1, 2, 3, 5, 6, 7, 13, 15, 17, 18.

1.3 Logical Access Policies

1.3.1 Electronic Access to Server

Staff access to the system is governed by a username.  It is staff responsibility to keep the username and password secure.  Staff must use passwords that are secure.  A staff member will be held accountable for all activity logged under their username and password.  Accounts created are never to be shared amongst staff.  All material to be placed on the computer system must first be authorised by the Administrator including software for personal use.

Policy Objectives and Scope:  This policy is designed to provide guidelines for the use of electronic resources linked to the companies database system.  It is aimed at reducing the sharing of user ID’s amongst staff and increase the accountability of staff for their access to the system.  This policy is intended to minimise loss to the company through poor account practices.  Relates to risk numbers 1, 2, 3, 4, 5, 6, 7, 8, 13, 14.

1.3.2 Network Security

The Administrator will monitor network usage at all times to ensure no unauthorised access is permitted.  Firewall software will be used on all network access points and at the access to the server.  Strong encryption will be used in all communications with the central server.

Policy Objectives and Scope:  This policy is provided to minimise the physical intrusion into the system via network cabling and internet access.  It is designed to minimise the loss to business through information being obtained through the IT network.  Relates to risk numbers 2, 4, 7, 8, 17, 18.

1.4 Communication Policies

1.4.1 Internal Communication

All inter company communication by phone will be verified by software algorithm between parties enabling a “number check”.  Emails communication will be protected by software encryption ensuring the Integrity of data.  All data that may contain sensitive content is to be marked as such and filed or destroyed as appropriate when it has met its purpose.

Policy Objectives and Scope:  This policy is provided to highlight the needs of internal communication to be made as secure as possible to reduce intrusion through social engineering.  This will reduce the loss of business to the company through social engineering attacks.  Relates to risk numbers 5, 6, 14, 15, 16.

1.4.2 External Communication

In all external communications by the phone, staff should call back the third party if information required to be given is considered sensitive.  Under no circumstances is sensitive material to be given over the phone to anyone but trusted third parties.  All communication via IT Infrastructure is to be protected by encryption including the use of digital signatures.

Policy Objectives and Scope:  This policy is provided to outline the requirements of staff when involving themselves in communication with third parties via the phone or through other IT infrastructure.   This will reduce the loss of business to the company through social engineering attacks.  Relates to risk numbers 5, 6, 14, 15, 16.

1.5 Legal Requirement Policy

1.5.1 Privacy and Confidentiality of Data

All business conducted by the company will be governed by the National Privacy Principles.

Policy Objectives and Scope:  This policy details the requirements of the company as required by law.  Covers legal requirements of the company to adhere by the National Privacy Principles due to annual turnover.  This policy reduces the loss to business due to  any of the associated principles.  Relates to risk numbers 3, 5, 6, 7, 8, 16, 18.

Physical Access Control 

Arun Singh

Overview

In this section our team is only dedicated to the ICT equipment and data protection, rather then the physical security of the whole building in question. Physical access security will vary from venue to venue according to ICT complexity and security principles outlined in the other sections. Deployment of ICT equipment and hardware in a secure facility helps to prevent unauthorized access to the computer, theft, and destruction. Methods of secure deployment may include using surveillance cameras or placing the computer in a locked room that uses controlled physical access through electronic identification, which is recorded. Special attention is paid to controlling the access of vendors, contractors, and other visitors.

 The difficulty with this section is to concentrate on the physical security of the ICT equipment and data and not to be sidetracked into a complete physical security plan for the buildings, beyond that which is relevant to ICT. Wilful damage including arson, vandalism, graffiti and damage from burglary or theft, and violence to staff and visitors is not covered in this report, which falls under the overall security requirements of Safe and Sound. However unauthorised access to confidential, commercial and personal records and misuse of ICT assets, fraud and sabotage are the key motivators of this section of the report. It is absolutely imperative to seek appropriate physical security measures as the fundamental base for all other security measures.

Physical access security and User Education and training falls paramount to all security measures that has been identified and outlined. Without education and training of staff as to why it is imperative to follow outlined policies and security measures, this exercise would be futile. 

Recommendations

1.
Employee Screening: 

In order to fully enforce comprehensive security policy employees should be made aware of the code of conduct procedures pertaining to physical access control of the safe and sound hotels and the central headquarters.

1.1 Screen all employees to eliminate acts of espionage and sabotage.

1.2 Provide all employees to complete a personal questionnaire so as to check the completeness and understanding of the security measures, and also to eliminate undesired applicants. Careful investigations should be done to establish the character, affiliations and suitability is in line with the Safe and Sound security policies and suitability for employment is satisfactory. Required agencies for interactions: State and Local Police, Former Employees, Public Records, Credit Agencies, Schools (This should include all levels), References (This should include all e.g. the throw a ways).

1.3 Medical Reports: This will establish the mental stability and soundness of the applicant.

1.4 Create an access list of authorised users with relevant access privileges. 

2.
Identification Methods
There are four most commonly used access control ID methods. 1. Personnel Recognition Card System. 2. Single Card System 3. Card Exchange System 4.Multiple-Card system. 

Safe and Sound will not utilise any of the four card systems listed above. The need to visually check cards and access list to verify use of the facility, will incur an extra employee cost. However, the use of a Biometric Access Readers and keypad is recommended. Cost comparison $40,000 salary to Biometric Access Reader around $1000.These systems can control the flow of personnel entering and exiting the complex concerned without the need for visual checks. Biometric Access readers do not require a receptionist, guard or security at entry points. Recognition of subjects is processed in the following manner:

2.1 Accept physical ID data from subject. (User ID plus Finger print)

2.2 Encode data and compare with stored data.

2.3 System determines if access is authorised.

2.4 Information is translated in readable results.

This method has great advantage over other card methods as System administrators can easily change or revoke access to disgruntled sacked employees from entering the premises instantly by changing the access privileges granted previously. Refer to “Proving electronic Identity” for more on Biometrics. This will also allow for automatic logs being generated for every successful authorisation attempts or unsuccessful attempts. This will reduce paper work, human error and complacency. 
3.
Visitor Identification and Control: 

Procedures must be implemented to accurately identify and control visitors.  Approval for visitors should be obtained 24hours in advanced. This will provide enough time to prepare a contingency plan, so as to create an agenda for the visitor and also to arrange for an escort. This will be highly important for the Central headquarters, since the location of Safe and Sounds chain of hotels Human Resources Department, Finance department, Sales and Marketing Department, CEO’s etc will be located here. Visitors will be frequenting the headquarters.  Visitors will be classed in these following categories: Persons whom Safe and Sound has business with e.g. supplies, customers, insurance inspectors, government inspectors, job interviews, lawyers etc. 
The following visitor ID control should be in place:

Rules or guidelines used to establish the type of authority that is appropriate which will also include any restriction imposed on the authorisation.

Visitor’s employer or supervisor should be contacted before hand to establish the validity of the visit.

Visitor registration forms will be used to provide a record of the visitor in relation to his visiting time location, reason and duration of his visit.

Visitor ID cards or badges should be worn by the visitor at all times whilst at the premises. These cards will carry the serial number for the area to which access is authorised.

VIP’s: No immunity is provided here, visitor access control guidelines apply.

Mirror Server: 

To safeguard business continuity, one of the big Safe and Sound hotels will accommodate the mirror server. During major system upgrades, power failure, or unexpected outage the mirror server will automatically take over, preserving business continuity. All large to medium hotels will be equipped with a security system specifically tailored to Safe and Sounds security needs. (Refer to 6. ESS)

Backups: 

Backup of data will be done on a weekly basis. The mirror server stores the copy of all data from the server, which in itself is a backup system. A periodic weekly backup will be done at the server and the backup media will be stored at a storage facility decided by the Safe and Sound management. Amour Guards could be contracted to pick up the backup on a scheduled weekly basis.

Electronic Security System (ESS) 

Security systems are available on the market individually at very affordable prices; however the recommendation is to design a security system specifically for the Safe and Sound. In order to facilitate and maintain security efficiently and within reasonable cost implications, Safe and Sound is recommended to design an electronic security system (ESS). ESS will be used to facilitate the intruder detection system (IDS). This system comprises of hardware and software elements which is controlled by the server automatically. As stated in the overview, a layered approach is employed. The system is configured to provide one or more layers of detection around the assets. Every layer is made up of a series of contiguous detection zones designed to isolate the asset and to control the entry and exit of authorised and unauthorised personnel. (Appendix C) 

Electronic Entry-Control Sensor Interface (EECSI): Biometric reader, Keypads, video surveillance, alarm interface and motion detectors. 
Tempering Sensor Interface (TSI): Additional shielding against electronic eavesdropping or interference. Secure the network wiring and other network connection components to avoid tempering. For security purposes, ensure that the network cabling is not placed in a physical location where it can be easily accessed. Recommendation is to place wirings at eye level. (Note: This might require the Safe and Sound to trade the convenience of access for network maintenance, customer inconvenience for greater security.) All network wirings will equip with temper switches. 
Security lighting Sensor (SLS). This sensor will be used as another component of the ESS and will be activated only when the motion detector is activated by an unauthorised user. The activation will automatically switch light at the target area on, which in turn is synchronised with the surveillance camera to start filming instantly. Proper lighting is required for the surveillance camera to be effective. Continuous surveillance is costly and unnecessary; motion detectors provide that advantage to be effective and efficient at low cost.
 Video Surveillance Interface: As every component is synchronised through the ESS and IDS (Intrusion Detection System), because of high cost involved continues video surveillance is not recommended. The motion detector or sensor will activate lighting first and then cameras will be activated.
Alarm Interface: Alarm will be generated accordingly following all of the above. The alarm activation at the central server should automatically generated phone calls to the local authorities and Server administrator. Alarm activation for the hotels should take guest convenience into account.
Air- Conditioning Vent Opening sensors must also be employed to detect unauthorised tempering or opening.
Door opening Sensors: Mostly used out of normal working hours. Refer to access modes for specifications.
The integrated ESS design will operate under two modes:

 Access Mode: During normal working hours certain sensors must be deactivated. All doors will have extra layer of security through the application of sensors on top of biometric reader interface, which means that this will have to be deactivated, during normal working hours to avoid setting off alarms. This will also include motion detector as motion detector is the primary activator of lights and camera.

Secure Mode:  Mode in which all sensors are activated, mainly nonworking hours when building is unoccupied. There will be sensors that will never be deactivated unless through the approval and guidance’s of system administrators, for example network wire tempering sensors and air- conditioning vent sensors. Events that will warrant this would be maintenance and upgrade.

Maintenance And Upgrade 

Periodic maintenance and upgrade will be made to all electronic and network circuits and wiring to replace or repair worn parts, tighten connections and check installations. This will ensure that fixtures are kept clean, tempering sensors are in working order and this will enhance the services provided. This should be done by one, but preferably two designated technician right across the different Safe and Sound business outlets and the central server.

Cleaning Contractors: 

Employee screening guidelines will be utilised to award cleaning contracts. The winning cleaners will be added to the access list and access privileges will be granted. The cleaners will be given a time frame to complete they work at the end of every working day well before the ESS’s scheduled secure mode.

Natural Disasters

Flood: The B&B’s, Small and large hotels insurance will cover any equipment and hardware loss. Equipment and hardware is very easy and cheap to replace in very short time frame. All confidential, commercial and personal records and data is stored at the central server therefore loss of data and information is not an issue here as well. The Central Headquarters is equipped with overflow drainage should an overflow occur from the floors directly or indirectly above level 9. 
Fire: During an event of fire in any of the accommodation facilities the Central server will be able to take care of any administrative, reservations and booking tasks. also take necessary measures to facilitate the necessary equipment and repairs required to have the business back on track. This will off-course will be dependent on the nature of damage. The mirror server will automatically take over should the central server fail due to fire.

Power Failure: The large hotels are equipped with portable generators to facilitate the refrigeration and minimise loss of perishable food items during power failure. This has to be utilised so as to keep a select few systems still running on the network and to avoid complete communication break down. In the event of power failure at the Central server, the mirror server will automatically take over. Business continuity will prevail.

Terrorist Attack: Location of the server could become a problem, since the server is located on the 9th floor, speculations of a terrorist attack in Australia is rapidly becoming an issue. Sensitive government agencies are located in this building e.g. Immigration, ATO etc makes this building all the more vulnerable.  In case of a terrorist attack, once again Safe and Sound business will be able to recover through the mirror server, restoring availability.
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Proving Electronic Identity
Mathew Dewar

Overview
In this section of the document, the team will be discussing several possible solutions that are available to prove electronic identity in the Safe and Sound environment.  We will be making recommendations for measures that can be put in place to help protect systems running on the network and protect the integrity of messages and documents sent through the network.

There will be a short discussion on how these solutions can help to achieve these goals, followed by the recommendations of the team.  

1. Biometrics

Biometrics solutions have come down in price in recent times.  They are becoming easier to implement, and more versatile.  There are now biometric solutions available that work at a workstation level, helping to reduce the risk from tools such as packet-sniffers and key loggers.  Passwords are entered by scanning a finger (unique to each person) rather than entering them each time.  This does add more security to passwords by allowing longer passwords to be set and also reducing the need for people to write them down in order to remember them.

2. Passwords
Passwords can be one of the hardest bits to manage in a secure network.  Users may write down a password that is difficult to remember, storing it in a public area, or set a password that is easily guessable such as a pet name.  We also have to consider that due to some computers being in public areas, there is a risk that someone will watch staff enter their passwords.  Passwords are also susceptable to several other different types of attacks, including:


  2.1 Brute force attacks:  Passwords that are set using dictionary words or common 
        patterns of letters are either easily crackable using tools available on the internet. 


  2.2 Keyloggers: These can be used to get the password direct from the user as it is       
        entered.  This involves installing a program on the workstation though.


  2.3 Packetsniffers: These can be used to sniff out entered passwords as they are 
        transmitted across the network.

Staff will be wholly responsible for their password, and actions taken with their username. (Policy 1.3.1) There are methods that can be implemented to help reduce both the risk and threat from these types of attacks and they will be discussed later in this section.  The training section will go into more detail about how we would take some steps to educate staff on the importance of passwords and what makes a good password.

3. Kerberos

Kerberos attempts to address some of the issues involved with using passwords and managing user access.  In a Kerberos system there is a central server (Keberos server) that is used to not only store all users’ passwords but also to keep track of what network devices they have access too.  As a user tries to access a network device they must:

3.1 Authenticate to the Kerberos server.

3.2 Once authenticated, Kerberos server sends two messages.

a. Message containing a session key encrypted with the user’s password and a ticket for the ticket granting server (TGS).

b. A copy of the session key and the identity of the user for the TGS.

3.3 User requests access to a network device from the TGS, using the session key supplied earlier by the Kerberos server.  (Pfleeger, C&S, Security in Computing, 2003)

Appendix E:  An example of Kerberos in action. (http://www.vintela.com/)

As all passwords are stored on the Kerberos server they are not communicated across the network when a user attempts to access a service.  This reduces the threat from tools such as packetsniffers.  Passwords are still vulnerable as someone can still see a staff member enter their password or find it written down somewhere. There is also still the threat of people guessing someone’s password or using a tool such as a keylogger to record it. User training will help staff to improve awareness about issues such as these and help to reduce this threat.  See the training section of this document for further information.

4. PKI

Public key infrastructure (PKI), as the name suggests, utilises public keys in order to help provide assurances that the person sending you a message is who they claim to be.  There are a number of components in PKI that help to do this:

4.1 Certificate Authority (CA): This helps to secure the public key of a user by digitally signing it with its own private key.  When this happens, a digital certificate is sent to the user who claims the public key.  This can be included with the public key when a message is sent out, helping to prove their identity.

4.2 Registration Authority (RA): One of the most important components in a PKI system.  Its primary purpose is to determine the level of trust that can be placed on certificates issued by the CA.  This does require some human intervention.

4.3 Certificate Revocation List (CRL): This is put in place to revoke any keys that have been compromised.  This adds a layer of defence to this particular solution, as it prevents compromised keys being used for an extended period of time.
5. PGP (GPG, Web of Trust)

Pretty Good Privacy (PGP) is a security solution designed to protect emails and their attachments.  It can be used to protect the integrity or confidentiality of a message depending on how it is implemented.  It works on the basis that if you trust one person completely, people they trust can be trusted to an extent.

PGP makes use of public keys, just as PKI does, although the way it handles encryption is a little different.  Public keys are still distributed by users, although each user can include their “keyring” which may contain several keys received from people they trust.  This set’s up what can be referred to as the “ring (or web) of trust”.  If one person trusts another they may also trust the other keys in that person’s keyring.

PGP can be used in several different ways depending on what security goals a user is trying to achieve.  PGP can be used to protect the confidentiality, integrity or authenticity of a message. You are able to authenticate that a message is from the person who claims it by verifying that their fingerprint (a collection of hexidecimal numbers) matches one that they have sent through to you previously. 

Each person’s private key, used to encrypt each message, is protected by the use of a pass phrase.  This differs from a password by being longer and much harder to guess.  This adds an extra layer of security to this solution, but staff will still need to be educated as to what makes a good pass phrase, but it does make it easier for them to make it something they will remember.

6. Blowfish

Blowfish is a freely available symmetric block cipher that can be used in some applications to replace existing solutions.  It can be used in GPG, Kerberos and VPN to enhance the security offered.   Some of the advantages of Blowfish include:

6.1 Variable key length: 32bits to 448 bits.

6.2 Faster than its predecessors: Data Encryption Standard (DES) and International Data Encryption Algorithm (IDEA).

6.3 Freely available. (Schneier, B. “The Blowfish Encryption Algorithm”)

Being that it is freely available, and does in fact come with Red Hat Enterprise, there is no reason for this not to be implemented.  It is faster, meaning less overhead, than some of the other block siphers available.

7. VPN authentication
Virtual Private Networking (VPN) encrypts all data in order to provide strong security across a network.  This does come at the cost of bandwidth, but the benefits outweigh this cost, especially when sensitive data is being transmitted to the central server.  As we are planning to implement VPN (see Network Security) we have had to consider how this traffic is encrypted.  This will be discussed in the next section.

8. Recommendations

This first of the recommendations we will be making for the Safe and Sound hotel chain is the use of Kerberos.  It is well suited to a distributed network, and with sites spaced out across the state, this will help to provide assurances that the person behind the keyboard is who they say they are.  It also helps to reduce the risk associated with using passwords by not storing them on each workstation.  Considering that many of the work stations in the Safe and Sound environment are located in public areas, this is an important consideration.

As discussed in the Network Security section of this document, we will be utilising VPN to help secure data as it is transmitted to the central server.  All data is encrypted protecting both the confidentiality and integrity of this.  Considering the sensitive nature of the data sent through to the central server we felt that this was a neccasary precaution. 

To provide yet another layer of defence to this solution, we recommend utilising GPG.  OThis will be used to protect both the integrity, and if required the confidentiality, of emails (including attachments) sent across the network.  Due to each email being verified by a fingerprint sent at an earlier stage.  We went with PGP (GPG) over PKI due to the extra security added to the private key due to the pass phrase protecting it.

To ecnrypt data in these soutions we will be making use of the Blowfish block cipher.  This is faster than some of the alternatives, meaning less overhead.  Blowfish is also usable by all applications that we are recomending.  We feel with these solutions the security goals of the Safe and Sound hotel chain will be met.  These help to reduce the threats we have outlined in our risk analysis suffienctly.  
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Network Security

Robert Kingston

Physical Security/Physical Access Control
There is some crossover between the issues of network security and the physical access control section of this report.  The points reiterated here are of importance specifically to the secure communications of the network. Securing a network must be complemented by secure physical controls or the work done to secure the network is pointless.
One of the easiest ways to attack a network is to “listen in” to the conversations that are going through the network. This can be accomplished through attacking and compromising an existing computer on the network, but it can also be done by attaching a physical device to the network. Fortunately this is fairly easy to mitigate. Because it is a physical device, it is not something that can be easily concealed. Most companies prefer to hide the network cables, and this means that a physical device could be attached where it is hard to locate visually.
To combat this problem, ARMM will locate cables at eye-level in clear plastic conduit, making it very difficult to attach a device to the cable where it won’t be noticeable. We acknowledge that the client will not want visible wires in publicly visible parts of their Hotels, so the reception desk (the only computer in a public place) will have cables in a place that will be visible from behind the desk, but not from in front (e.g. below the lip of the reception desk) where the customers will be.

Wireless Security

The restaurants will have a computerized system for taking orders. There is a main computer located in the restaurant and the food and beverage staff will have palm pilots which they use to take orders from customers. These orders are sent via a wireless network back to the main computer, where the service staff are alerted and access the orders. The restaurant computer will have limited access to the main network, but the palms will be restricted to only accessing the restaurant computer. They will not have access to any other resources on the network. The wireless network will be heavily protected by a firewall so that the data from the portable devices is the only allowed traffic through the wireless network.

As stated by Karygiannis and Owens (2002), using a wireless network without locking it down is “the logical equivalent of an Ethernet port in the parking lot”. Anyone with a laptop or other wireless device can connect to your network. This is a major security risk, as giving outsiders access to the network can result in losses of confidentiality, integrity, and possibly accessibility.

The only necessary use of the Wireless technology by the Safe and Sound hotel group is the use of Palm Pilot/Pocket PC/PDAs by the waiters in the restaurant. The orders would be sent over the wireless network to the kitchen, where the meals could be prepared. There is no need for any other services to be provided to the wireless network.

A second firewall will be implemented between the restaurant computer and the main network, utilising a screened subnet structure.  This offers the best security to the main network should the wireless network and hence the restaurant computer be compromised.
This will effectively close off the wireless network from being able to do anything except that which it needs to. This will prevent any malicious attackers from being able to do anything more than interfere with the restaurant orders. These orders will be encrypted by the wireless devices anyway, but such encryption is not considered to be very secure, but the traffic it will be encrypting is not very critical either.

Firewalls and the Screened Subnet
The Safe and Sound hotel chain needs to be connected to the internet. They have a website which is a major way of obtaining business, as well as the fact that all the different branches of the hotel chain use the internet to connect back to the main server. It is therefore necessary that they have access to the internet, but such a connection brings many risks. By connecting to the internet, you are opening the door for someone to sneak in and access your network. This can result in a loss of confidentiality, integrity and accessibility. 

However, steps can be taken to mitigate the risks. All computers will run a personal firewall, that will only allow those computers to access the internet according to the policies and rules that appear in the first section of this tender. For all locations of Safe and Sound Hotels, a dedicated firewall screened subnet architecture will be implemented.
These dedicated firewalls will protect our internal networks from attackers entering via the internet. They will stop any unauthorised traffic from entering the network, as well as providing a way to record the traffic that does go between the internet and the network. This will allow access to be monitored.

The internet will only be accessible through a modem/router. In the areas where we will be implementing this screened subnet setup, the internet connections will be through ADSL, and a compatible router. This router will have its own set of rules which will provide the first level of security. These will include only allowing traffic which is destined for the inside network to enter. Once inside this router, there will be the screened subnet. On the other side of this is another router, which will connect the screened subnet to the internal network. This router will only allow traffic that is headed to the screened subnet or beyond (the internet) to pass. That way, all the traffic within the local network is protected from leaking onto the internet. 

The screened subnet is the area in between these two routers, and it has the major safeguard – the Bastion Host (BH), standing between the two routers. All traffic must pass through this computer, known as the BH. This computer will have 2-3 network cards, one for each router and possibly a third for other dedicated servers (e.g. web-server), so it is physically impossible for data to pass between them without passing through the BH. 

The BH will enforce rules about what traffic is and isn’t allowed to enter or leave the network. For example, the company will be running a web-server, so the BH would allow web traffic (HTTP) to enter the network, but would block other traffic that wasn’t required. By adopting the position of denying anything that isn’t explicitly required, the BH would provide the highest level of security possible. If a blocked service is later required, it can be unblocked by an admin, but leaving things open on the off-chance that they may be useful is asking for trouble.

Services such as telnet will be blocked. These services allow remote access to computers. These can be extremely useful for administrators, as they can access computers and work from home, or from another location. For example, an admin in the main office in Hobart could log into the computers in Launceston to work on them, without having to leave Hobart. This is extremely useful, but extremely dangerous. Telnet itself is insecure and would be disabled completely, but more secure options such as SSH exist. If someone knows you have SSH enabled, and knows the address of the computer, all that is required to log in is a username and password. These can be randomly guessed with enough attempts. However, if the attacker can find out information about the employees, they can use this information to guess the username and passwords. Often they can convince the employee to tell them the username and password, so no guessing is necessary. This is called Social Engineering, and is the reason we are making training in computer security issues mandatory.

This makes SSH a risk, but a useful tool. The Bastion Host will be programmed to only allow SSH connections from computers with certain MAC addresses. MAC here stands for Media Access Control, and has nothing at all to do with Apple Macintoshes. It is a number that is built into each network card or device that connects to the network/internet and is unique. This allows a firewall to implement a rule which says something like Deny all SSH connections except those that come from this MAC address. This should enable the network to repel any attacks from outside unless the hardware has been compromised. 
MAC addresses can be faked, as stated in Yeske (2004). Even so, it does make it much more secure, as the attacker not only needs to know how to change their MAC address, which they probably would if they were dedicated attackers, but they also need to know the valid MAC address to change to. This is not the sort of information most people would be able to remember, so the attacker would practically have to get access to the computer with the MAC address in order to find out what it was before they would be able to access the network using a faked address. 

We would suggest that only the System Administrator’s computer at the main office would be able to remotely log into the other computers using SSH. There is some advantage of having the Sys Admin being able to log into the computers from home, but his home PC would be far less protected than the one in the office (which would be under the business’s security. 
The Bastion Host will also log all activity that passes through it. These logs will be kept, as well as being automatically analysed. This can be done by running a shell script over the logs regularly looking for this such as attempted logins using SSH and similar. These can be used to identify if the network is under attack. It can also be used to monitor if the staff members are using the internet in ways appropriate to the company’s policies.

A proxy will be installed for use in recording logs of internet usage, as well as hiding network structural details from the internet. A proxy is a computer that will take internet requests from the network, and pass them on to the desired site on the internet. This serves a dual purpose. First, it allows all traffic to be recorded, including who was requesting the sites. It also hides the addresses of the computers on the network from the internet. As far as the internet is concerned, the only computer in the network in the proxy. This will prevent hackers from knowing which machines are available to be attacked.

Specialised training will be provided to system administrators of Safe and Sound Hotels.  This training will cover not only the use and configuration of the network security but also data that shows how likely attacks occur and what to monitor for in audit logs to determine if any unauthorised access has been made.

VPN

The Safe and Sound Hotel chain operates Hotels and Bed and Breakfast operations at various locations around the state of Tasmania. All sites are linked back to the main servers in order to update the booking information, as well as retrieve information about clients (such as breakfast preferences). This means that the remote sites need to be connected back to the main office.

There are a number of ways this could be accomplished. The company could rent dedicated telephone lines between the sites, but this would prove very expensive, as there are a number of different sites.

The company could use dial-in networking. This would mean that whenever a remote site needed to connect to the servers, it would dial a number, and have a chat to the server at the other end. This would be somewhat expensive, as each call would cost, and each site would need a modem for this purpose, and the main office would need a bank of modems, as all sites may need to connect at one.
Alternatively you could connect to the servers through the internet. Each site will already have internet access, so this would not add any extra connection requirements. But using the internet opens the network to the possibility of attackers coming into the server the same way staff do, and even if they don’t, they could sit there catching and reading our traffic. This traffic needs to be protected.

The solution to this problem is to use a VPN – or Virtual Private Network. This is a tunnel through the internet that connects two networks together. From users at either end, this is invisible; it is as if the networks were joined by a traditional cable, except the network may be slower than otherwise expected. VPN software is included in Red Hat, so you don’t have to pay for any extra software.

VPN traffic is encrypted, so that the data can not be intercepted and read/altered in between the networks. The level of security used can be adjusted. ARMM recommends using GPG (open source version of PGP) and blowfish to protect this traffic. How this is used to identify the authenticity and integrity of the data will be explained in more detail in the “Proving Electronic Identity” section of this report.

Denial of Service Attacks

A Denial of Service (DoS) Attack is a very common method of attacking an online company. It is designed simply to disrupt operation of the target company. This can be done by a competitor in order to disrupt your business or just an attacker who finds it enjoyable. It is a serious threat for anyone who operates an online business, such as the internet booking system used by Safe and Sound Hotels.

A DoS attack works by overloading a server, typically a web-server. Every time a server receives a connection, it will establish that connection by allotting a section of memory. If enough connections are established, the server will run out of memory to allot to any new connections. The server will discard unused connections, but there is a timeout value which must elapse before the connection will be discarded. If the server is asked to accept more connections than it can handle, it will either crash, or it will simply refuse any new connections. Both of these will prevent the normal business operations from functioning.

In order to stop these attacks from succeeding, ARMM will implement a double handshake policy. This means that if an attacker tries to overload the server by flooding it with fake requests, it won’t work. Instead of the server setting aside memory for that connection, it will generate a cookie (small text file) which will be sent back to the computer that made the request. This cookie will need to be returned for the connection to be considered valid, and therefore established. This will combat DoS attacks, as the connections need to be valid, not the fake requests used in DoS attacks.
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User Education and Compliance
Mark Knights

Overview
The changes to Safe and Sound’s infrastructure to achieve there network security objectives will be substantial.  Many of the changes will rely on support of staff and their understanding of what is expected of them under the new policies implemented.  The point is made by computer security specialists (Pfleeger & Pfleeger 2003, p.25) that following the implementation of new policies a period of training and administration must follow to reinforce the importance of the policies and to ensure they are properly utilised.
Importance of Compliance

Legal Requirements

There is a legal responsibility in protecting data for a company the size of Safe and Sound Hotels.  Due to the turnover of the company the organisation is required to meet the National Privacy Principles.  In these principles there is a requirement that the company keeps safe the data of all staff and customers kept as a record.  The company must show that they have made a reasonable attempt to stop outside attackers from getting at this information.  Should the company be found in breach of these requirements there are hefty finds that can be made at a company level and further legal action may be an option to those affected by the breach.
Proprietary Software

If a computer security strategy is not put in place it is only a matter of time before the software that gives Safe and Sound Hotels the edge on the tourism market is stolen.  This will impact negatively on the companies ability to service customers in a unique way and overall reduce the number of tourists that will seek the extra that your company can give because others will be offering it.

Further Expansion

By implementing the measures laid out in a detailed computer security plan the company may find further avenues for business open up to them.  Meeting a level of security could open up contracts in the Australian Government for the organisation.  The security implemented will provide a good name for the company amongst the tourists it serves and also with the businesses that serve as partners to the organisation.

Ensuring Compliance 

Management and IT Department Support

It is essential that the policies and procedures implemented by the company are supported by those at the management and IT department.  These are the people that all staff look to as leaders in the chosen field and so the policies must be promoted by them.  Security expert (Alexander 1996, p.207-8) states that without the support of senior managers saying that the policies are important and for what reason, that no staff will take them seriously.  The kind of radical changes that need to be implemented in the organisation require a targeted campaign for introduction into the company.
It is essential to have support and ownership given to the IT department within the organisation.  They are the group that will eventually be charged with the running of the procedures suggested by our firm.  To enable this to happen we will seek to involve the IT department in the implementation of all procedures, equipment and technology that we suggest for operation.  This will enable hands on training for the IT department, understanding of the principles that we implement, knowledge of what has been set up and is required and most of all, ownership of the procedures and policies.

Technological Measures

Some enforcement of the policies will be directly built into the computer systems.  At a network level we will implement monitoring software to ensure staff passwords meet the requirements set out under the proving electronic identity discussion.  Automated log analysers will assess the staff usage of the network to ensure that they are meeting the requirements asked of them in the policies.

A computer system will be developed to allow staff to report non-compliance of the provisions by other staff members.  This system will allow anonymous information to be fed into a central location for action by the IT or HR departments of your organisation.  Canavan (2001, p.257) states the importance of providing a detailed and anonymous feedback process is essential in the monitoring of Network Security protocols.  Without this mechanism staff may feel as though they do not know who to report the incidence to or that they will be victimised for ‘whistle blowing’.

Training Measures

At the time that the policies and architecture is implemented into the organisation training will be required of all staff.  This training will be targeted for the different needs of each employee group.  Management will receive a two day training package that details the whole structure of the strategies to be put in place.  This will include specifics about why the packages chosen will provide the answer to your security goals.
The base level service staff will be provided a days training each.  This training will start by detailing the specific policies that they will be expected to follow.  This session will then be followed by a broader (and longer) session on the risks of social engineering.  This will be used to highlight the need to protect data of all types in the organisation and provide practical reasons for many of the policies that are to be put in place.  By putting the policies into context in this manner should provide a good level of support by the staff in implementing these policies.

The staff that will be required to run the system will require in depth training of all systems implemented.  They will require further training on the many standard threats an organisation is exposed to and that they are required to keep up to date on.  It is likely that this training will require one week in a training environment as well as time to allow them to help in the setup of all equipment and systems.  Once all is in place it is expected that your own IT department will become the driving force behind this program with the equipment required to meet your goals.

Multiple Promotions

Training is only one aspect for the successful implementation of the computer security measures.  Merchandise should be produced so that the focus is not lost before or after training.  Promotional materials such as posters detailing the main changes should be placed in staff areas.  Memoranda of management meetings supporting the changes and discussing the details of the changes should be spread through the organisation.  At the larger sites, supervisors should discuss the changes with their staff.
Alexander (1996, p.209-10) states that an implementation for network security should come with as much promotional material as possible.  Videotapes that can be played at team meetings, trinkets such as pens and post its that promote the changes could be produced and handed around.  Computer Security issues could be added to discussions in performance reviews so that the concept of computer security surrounds them and becomes part of everyday work in the organisation.

Customised screen savers can and should be implemented highlighting the IT security needs in the network.  This ensures that when left idle for a short time the computer will begin to promote its own security.  Computer security is not an issue that can afford one slip.  It must be kept present in the minds of employees as it may be only one mistake that can cause a great amount of damage to the network, company reputation or even worse, a customer.
Recruiting New Staff
The issue of recruiting new staff after the implementation of the policies requires focus.  A training package will be left for new starters to undertake.  A specific training package will be created for each level of employment required in the organisation.  This training will be provided as a priority to new employees as they will not be allowed access to any computerised equipment or areas of equipment until they have completed the training.

On successful completion of the training the staff member will sign a memorandum of understanding that they have understood and will abide by the training they have received.  Once this is done and signed off by their supervisor or an IT department representative, they will be provided with their user details and passwords.

It is suggested that every new employee will have a police check conducted on them.  It is also suggested that any individuals found that have a criminal record for fraudulent or computer based activities not be hired under any circumstances, in any role within the organisation.  Hiring these individuals opens the network up to abuse from within.

New IT staff when hired should be given training in all areas of the policies implemented.  It is suggested (Canavan 2001, p.258) that roles and responsibilities in the IT department be rotated on a regular basis to ensure that a variety of staff perform all functions.  This stops the likelihood of security being breached by an insider as the roles are rotated and they do not have expertise in any one area to make them replaceable.

General Policies to be Implemented

Any new accounts that need to be created will all be created with expiry dates depending on what the needs are for the account.  A registry of upcoming cancellations will be checked weekly to determine if the accounts are still required or should be cancelled.  Also, accounts of staff on extended leave are to be suspended until their actual return to work to stop abuse of dormant accounts.
On the termination of an employee Canavan suggests (2001, p.259) that a termination checklist be implemented.  This is regardless of if the termination is forced or a resignation.  All accounts should be deleted, all company material retrieved and the person be escorted from the building on their final day of employment.  If the individual is a member of the IT team all passwords need to be changed on all systems that require privileged access.

Monitoring the System

It is our recommendation that the policies implemented by your organisation e audited once a year.  The audit should contain a thorough log of all aspects of the policies.  This will be supported by analysis of security audit logs, investigation into reports from staff regarding non compliance and a detailed report made of any confirmed attempts at intrusion.  From this audit the company should be able to balance their policies and assess how well the policies are in meeting their security goals.

Recommendation

It is essential to build a community that supports the need for computer security measures.  To do this the company must invest its resources into a dedicated training program, a staff support system as well as the requirements of physical devices to implement the goals.  

Computer security is more than firewalls, secure cabling and encryption.  A dedicated attacker will attack at the weakest link and if that link happens to be staff who are unaware of their responsibilities that is will an attack will occur.  The regime of training that is required to achieve security goals is possibly the most expensive cost in the initial setup of the system, but without staff that understand the need for security in computing there is little reason for implementing any of the other measures.
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Appendix E – Kerberos in Action Diagram
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